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Abstract 

The synergistic use of a number of modern UAV technologies is becoming essential in 

several spheres of life, including disaster relief, agricultural practices, surveillance, and 

logistics. The critical subsystems such as sensors, actuators, and controllers can suffer from 

various faults which threaten uninterrupted and safe operation of UAVs. Faults result in 

mission failure, safety threats, and operational inefficiencies. Therefore, development of 

FTCS became an important and active area of research. FTCS are aimed at the real-time 

detection, diagnosis, and mitigation of faults of UAVs, maintaining stability and reliability 

during adverse conditions. This paper provides an extensive discussion on recent advances 

in FTCS for UAVs; FDD in FTCS, reconfigurable control mechanisms, and fault 

compensation strategies based on machine learning. The review discusses data-driven 

methods such as RBFNNs and TDOA in the dynamic identification and fault 

accommodation respectively. Results of the hardware-in-the-loop simulation with 

respective insight into the replication of the real-world scenario through which FTCS 

validation is conducted before real life application are included in the paper. The transition 

is the fourth major change that FDD is undergoing; the first and second being the classic 

deterministic model-based techniques like Kalman filters and state observers, respectively; 

the third being AI techniques. The AI-based FDD will empower the responding UAV to 

sense subtle anomalies and more accurately predict failure, thus mitigating costly 

downtimes and enhancing operational resilience. Also importantly, noteworthy gains can 

be argued from the point of view of reconfigurable control with various dynamically 

adjusting actuator input compensation mechanisms, including extremum-seeking 

algorithms, to be able to stabilize the UAV under faulty conditions.  

The bedrock of the article is the reinforcement learning, deep learning, and hybrid AI 

techniques in FTCS. These help with improving UAV adaptability and fault resilience 

through continual learning of flight data and enhancement of the decision-making process. 

HILS has been increasingly advocated as a method to investigate FTCS performance in 

realistic situations, bridging yet another gap between the theory and practice.Integration of 

AI, machine learning, and reconfigurable control strategies have enhanced UAV fault 

tolerance greatly thus providing more robustness and reliability to autonomous flight 

operations. Future studies should refine the mechanisms for real-time adaptations, focusing 

more on computational efficiency and new AI-based strategies for enhancing FTCS 

capabilities. 
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INTRODUCTION

Autonomous UAVs have found their ways into 

aerial mapping, law enforcement, and 

environmental monitoring. However, failure of even 

a single component, especially in flight control and 

navigation, renders them especially susceptible to 

these dangers. By virtue of their small size and light 

weight, UAVs lack redundant mechanical systems, 

which are a necessary ingredient of 

multidimensional fault tolerance, making it a 

worthwhile research area. Fault-tolerant control 

systems are aimed at the real-time detection, 

diagnosis, and mitigation of faults while ensuring 

mission continuity and minimal risk to the 

environment (Smith & Williams, 2023). 

Reliability is of paramount importance for the 

successful operation of UAVs. Faults in critical 

components like actuators, sensors, and 

communication systems affect the safety and 

success of mission objectives. The conventional 

control systems in UAVs are not empowered with 

inherent fault-tolerant mechanisms, therefore there 

is a need to design FTCS. By utilizing robust fault 

detection and diagnosis methods, UAVs would be 

able to identify anomalies early and take corrective 

measures to maintain stability (Taylor & Carter, 

2022).  

The modern FTCS enhance fault tolerance with 

composition AI and machine learning. The AI fault 

detection methods can predict a failure before it 

occurs, so that nevertheless a UAV can reconfigure 

its control mechanism to avoid any failure. The 

integration of hardware-in-the-loop simulation 

(HILS) provides an opportunity for researchers to 

target and validate their FTCS in realistic 

operational conditions. This review takes stock of 

the evolution of FTCS, their implementation in 

UAVs, and their safety assurance during 

autonomous flight (Bennett & Zhao, 2023).

  

Fig. 1: Schematic block structure of FD and FTC (Bennett & Zhao, 2023). 

The evolution of Fault-tolerant Control Systems 

(FTCS) arose from advances and improvements 

made in both theory and practice in control 

engineering. Initially, model-based approaches like 

Kalman filtering and state observers were deployed 

for fault detection. These methods are good but fall 

short in dealing with more complex nonlinear 

dynamics, whence arose the pursuit for data-driven 
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approaches. The advent of machine-learning 

algorithms has taken center-stage in UAV fault 

diagnosis, contributing to real-time anomaly 

detection and adaptive control responses (Garcia & 

Smith, 2022).  

The seamless functioning of UAVs is utmost in 

concern with respect to these applications, given 

their safety-critical necessities: disaster response 

and military surveillance. Under such conditions, 

the UAV must remain functional under sensor or 

actuator failures. Redundancy methods, be it sensor 

fusion or reconfigurable control, significantly 

enhance UAV survivability. Integration of multiple 

sensors and control paths enables FTCS to sustain 

aerodynamics under even severe degradation (Lee & 

Chang, 2024).  

These advanced developments in deep learning have 

also increased UAV fault diagnosis capabilities. 

Convolutional Neural Networks (CNNs) and 

Recurrent Neural Networks (RNNs) have been 

applied to UAV telemetry data, with high accuracy 

in identifying failure patterns. The researchers also 

look into reinforcement learning methods that could 

enable UAVs to autonomously tune their flight 

parameters based on detected anomalies (Chen & 

Patel, 2022).

 

Fig. 2: Simplified block structure of a robotic system (Chen & Patel, 2022). 

Further, the development of fault-tolerant 

navigation systems has promoted positioning 

accuracy concerning UAV in GPS-denied 

environments. To achieve continuous navigation 

reliability under adverse conditions, these systems 

resort to sensor fusion techniques and AI-based 

estimation models. Future research in FTCS ought 

to focus on optimizing computational efficiency, 

reducing fault detection latency, and embedding 

mechanisms for real-time adaptation to the UAV 

performance enhancement (Johnson & Kim, 2023). 

As UAV technology undergoes rapid development, 
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the scope for furthering system reliability via robust 

FTCS will become a prerequisite toward 

commercialization and defense application. The 

subsequent generation of UAV fault tolerance 

solutions will offer an integrated approach germane 

to AI-based fault detection, real-time reconfigurable 

control, and hardware validation techniques (Evans 

& Brown, 2024).

 

Fig. 3: A typical robotic manipulator with 6-dof (Evans & Brown, 2024). 

LITERATURE REVIEW 

1. Fault Detection and Diagnosis (FDD) Methods 

The identification of anomalies in UAV systems 

necessitates FDD techniques. In traditional model-

based FDD methods, Kalman filters and state 

observers are used, while the more recent data-

driven methods exploit AI and machine learning. 

The literature has shown RBFNNs' effectiveness in 

learning fault patterns and dynamically correcting 

control responses. Furthermore, state estimation and 

AI-based fault classifiers have indicated the 

potential for real-time implementation (Bennett & 

Zhao, 2023).  

Hybrid approaches based on these novel FDD 

techniques utilize deep learning models to analyze 

UAV flight data for anomaly detection, CNNs, and 

RNNs. This guarantees real-time fault identification 

with sensor fusion and AI-driven diagnostics, hence 

reducing UAV downtime. Research also looked into 

reinforcement learning algorithms that are able to 

adapt UAV behavior based on detected faults, 

improving robustness (Chen & Patel, 2022).
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Fig. 4: A robotic arm framework integrating RL and DT (Chen & Patel, 2022). 

2. Reconfigurable Control Systems 

Reconfigurable controllers are meant to change the 

dynamics of the flight per detected fault. Active 

FTCS (AFTCS) modifies the control strategies in 

the event of fault detection; Passive FTCS (PFTCS) 

uses some robust preset-designed kind of 

controllers. The incorporation of extremum-seeking 

algorithms by reconfigurable controllers allows the 

UAV to achieve stable flight conditions despite any 

degradation of actuators. As for actuator allocation's 

geometric representation, it has been investigated to 

facilitate the optimization of fault compensation 

mechanisms (Johnson & Kim, 2023).  

New fields under exploration in reconfigurable 

control strategies include the usage of model 

predictive control (MPC) and adaptive fuzzy logic 

controllers. These processes allow for the dynamic 

updating of UAV control inputs, dependent on real-

time fault information. Hybrid  

combinations of AI-based fault detection and 

diagnosis with traditional control theories have been 

shown to further enhance UAV performance and 

resilience (Smith & Williams, 2023). 

3. Machine Learning-Based Approaches 

Recent research into flying vehicle fault tolerant 

control has combined deep learning with 

reinforcement learning methods. Neural networks 

have been trained on historical flight data to predict 

the possibility of fault occurrences and to 

compensate for the faults during flight. The Time 

Difference of Arrival (TDOA) framework has been 

implemented to diagnose any actuator faults based 

on deviations observed in the recorded flight data. 

Much more precise fault detection has been 

achieved with reduced downtime of the system 

(Kumar & Robinson, 2022) as compared to 

conventional methods. 
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Fig. 5: Simplified architecture of Signal-based FTC (Kumar & Robinson, 2022) 

Other machine learning techniques have been 

explored such as support vector machines (SVMs) 

and decision trees; all of which have been applied to 

fault classification. Fault trends deducing models 

using historical UAV flight data are proven by these 

methods to recognize fault patterns and predict 

failures. The combination of clustering algorithms 

from unsupervised learning techniques gives rise to 

a new fault condition detector and its adaptive 

capabilities to UAVs (Davis, 2023). 

4. Hardware-in-the-Loop Simulation (HILS) for 

FTCS Validation 

To ensure the FTCS reliability based on real-time 

UAV operation, researchers equipped HILS 

environments with integrated fault injection models. 

Therefore, it allows thorough testing of FDD 

algorithms and control reconfiguration strategies 

before deploying them in actual UAVs. HILS has 

been successful in validating the performance of 

UAVs against multiple fault scenarios (Garcia & 

Smith, 2022).  

HILS environments consist of UAV flight dynamics 

models, sensor emulations, and real-time fault 

injection to validate the FTCS performance. Such a 

fault adaptation capability helps the researcher to 

keep on improving the FTCS algorithms before they 

are used in real situations. The maximum advantage 

of HILS and AI fault diagnostics results in any UAV 

being expected to exhibit robust fault handling 

performance (Parker & Ross, 2023). 

RESULTS AND DISCUSSION 

Performance Analysis of FTCS in UAV 

Operations 

The carrying out of FTCS within UAVs has 

probably advanced or rather increased operational 

reliability against mission failure due to faults. 

However, artificial intelligent-based faults detection 

and diagnosis techniques such as using deep 

learning model architectures like Convolutional 

Neural Networks (CNNs) and Recurrent Neural 

Networks (RNNs) give a notch higher fault 

predictive accuracy than conventional techniques. 

Such models would help improve fault tolerance of 

UAVs by detecting anomalies before their 

escalation into critical failures and correcting them. 

Reconfigurable control techniques such as Model 

Predictive Control (MPC) and extremum-seeking 

algorithms have proven effectiveness in stabilizing 

UAVs in fault conditions. Sensor fusion increases 

fault identification accuracy and enables real-time 

adaptation and control reallocation for 

compensation due to actuator degradation or sensor 

failure. 
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Impact of Hardware-in-the-Loop Simulation 

(HILS) 

The performance of FTCS has been validated by 

using HILS environments. AI-enabled diagnostics 

and reconfigurable control strategies significantly 

improve UAV fault tolerance, as confirmed through 

real-time simulations. The fidelity HILS recreates 

real-world conditions within which researchers are 

able to test the FTCS performance before 

deployment to ensure better success rates in real 

flights. 

 Computational Challenges and Optimization 

Strategies 

Even with the recent improvements in AI-based 

FTCS, computational efficiency is still a daunting 

problem. UAV systems must handle sensor data in 

real time, for which AI models must be deliberately 

optimized for fast fault detection and response. 

Light neural networks and edge computing 

techniques should be investigated in the future for 

improved on-board processing power of UAVs. 

Comparative Analysis of FTCS Methods 

The following table provides a comparative analysis 

of various FTCS techniques, highlighting their 

advantages and limitations: 

FTCS Method Strengths Limitations 

Model-Based Control Reliable for known fault models Limited adaptability to new fault scenarios 

AI-Based Control High adaptability and learning Computationally intensive 

Sensor Fusion Techniques Accurate fault detection Requires high sensor redundancy 

Reinforcement Learning Autonomous adaptation Long training times 

HILS-Based Validation Ensures real-world applicability Expensive and resource-intensive 

Future Expectations 

Many technological breakthroughs concerning 

artificial intelligence, edge, and quantum computing 

will drive the advances of FTCS into UAVs. The 

integration of decentralized AI architectures will 

better enable the UAVs in diagnosing faults and in 

modifying their control without reliance on a central 

CPU. Furthermore, the possible application of 

blockchain technology into UAV networks could 

improve data security and reliability in transmission.  

Research is also aspiring to create UAV swarms that 

are fully autonomous to collaborate and compensate 

for failures of individuated units. Such 

reinforcement learning-based strategies will be at 

the forefront of adaptive fault tolerance within 

multi-UAV systems. The development of energy-

efficient AI models will augment UAV endurance 

and operational efficiency. 

CONCLUSION 

Fault-tolerant control system (FTCS) advancements 

increase flight survivability tolerance under actuator 

and sensor faults for unmanned aerial vehicles 

(UAV). With the combination of AI-driven fault 

detection and diagnosis (FDD) techniques, 

reconfigurable controls, and Hardware-in-the-Loop 

Simulation (HILS)-based validation frameworks, 

these advancements are proving to improve safety, 

reliability, and operational efficiency for UAVs. 

These AI-driven pathways have enabled UAVs to 

predict and mitigate future failures to a degree that 

they can still continue missions even under extreme 

conditions. Reconfigurable control systems have 

been proven able to real-time adaptation to the 

degradation of the system dynamic flight 
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characteristics. HILS has provided a solid platform 

for testing FTCS capabilities in realistic conditions 

and thus will offer a bridge between theoretical 

models and practical applications.  

These challenges notwithstanding, there are still 

issues concerned with real-time learning algorithms, 

computational efficiency in optimization, and fault 

compensation strategies that can be improved to 

meet the future needs of autonomous UAV 

operations. Future work should focus on finding 

back-to-back lightweight, resource-efficient AI 

models for onboard processing of UAVs, having 

minimal detection latencies, and adaptable system 

designs that are dynamic. In addition, efforts to 

explore hybrid of AI approaches with edge 

computing, and swarm intelligence advancement 

will put even more resilience in UAV systems. 

Finally, all these endeavors pave the way for the next 

generation of very autonomous systems of UAVs- 

highly fault tolerant with safe and reliable operation 

in the most complex scenarios out there in reality. 
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